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"By fa iling to prepa re, you a re prepa ring to fa il." 
 

-Be njam in Franklin 
 

I. In t rod uc t ion 

 

The  p rolife ration on the  inte rne t of child  se xual abuse  m ate ria l (CSAM), ofte n 
re fe rre d  to  as  “child  pornography”3 by the  m e d ia  and  in fe de ral and  sta te  s ta tute s, 
continue s to s te ad ily incre ase . Ove r the  past thre e  de cade s, the  te rm inology use d  to 
de scribe  the  abusive  ac tivitie s  the m se lve s, pe rpe tra tor m e thods to cre ate  and  
d isse m inate  the  m e d ia , and  te chnolog ie s to com bat the  p rob le m  have  continually 
e volve d . In today's  rap id ly chang ing  landscape , p rose cutors  hand ling  the se  case s 
ne e d  to ke e p  pace  with the  la te st de ve lopm e nts, from  ne w le gal inte rp re ta tions and  
inve stigative  tools  to e volving  te chnology and  offe nde r be havior tre nds. 

This  artic le  is  inte nde d  to assis t U.S. p rose cutors  by p rovid ing  a  b road  
ove rvie w of the  p rob le m , d ivide d  into four se c tions. First, this  artic le  outline s U.S. 

 
1 Dr. Bryce  We stlake  re ce ive d  his Ph.D. in crim inology from  Sim on Frase r Unive rsity in 2015. He  
com e s from  an inte rd isc ip linary background  with a  m aste r’s  de gre e  in crim inology and  a  Bache lor of 
Arts  in psychology and  sociology. He  is curre ntly an Associate  Profe ssor in the  De partm e nt of Justice  
Stud ie s’ Fore nsic  Scie nce  p rogram  at San Jose  State  Unive rsity (SJSU). Dr. We stlake  has be e n he avily 
involve d  in curricular de ve lopm e nt a t SJSU. In Fall 2020 , he  cre ate d  and  im ple m e nte d  a ne w 
conce ntration in d ig ita l e vide nce  (com pute r fore nsics) for fore nsic  sc ie nce  m ajors . He  has s ince  
de ve lope d  and  d ire c ts  the  Silicon Valle y Dig ita l Fore nsics Laboratory. Dr. We stlake ’s p rim ary are a of 
s tudy is on the  de ve lopm e nt of autom ate d  tools  to de te ct, colle c t, analyze , and  m atch child  se xual 
abuse / e xp loita tion m ate ria l (i.e ., child  pornography) d isse m inate d  online . This work is  conducte d  with 
an inte rnational te am  of unive rsity re se arche rs, which inc lude s collaboration with gove rnm e nt, law 
e nforce m e nt, and  industry. 
2 Robe rt Pe te rs  is  the  Dire ctor of Institutional Re sponse  at GRACE. Pre viously, Robe rt de ve lope d  and  
de live re d  tra ining , tools , and  te chnical assistance  to child  abuse  p rose cutors  and  allie d  profe ssionals  
across the  Unite d  State s through work with Ze ro Abuse  Proje c t and  the  National White  Collar Crim e  
Ce nte r (NW3C). For ne arly a  de cade , Robe rt assis te d  GRACE by de signing  com pre he nsive  child  
p rote ction polic ie s  and  se rving  as a  c ivil inve stigator of abuse  in the  conte xt of fa ith com m unitie s . Mr. 
Pe te rs  se rve d  as Assistant Prose cuting  Attorne y and  Spe cial Prose cutor in m ultip le  We st Virg inia  
jurisd ic tions, whe re  he  spe cialize d  in the  p rose cution of se xual offe nse s and  online  child  e xp loita tion. 
Mr. Pe te rs is  a  p rolific  author and  the  founde r of Coursing  Justice , LLC. While  a  prose cutor, he  
founde d  SHIELD Task Force , a  501(c)(3) nonprofit that partne rs  with Child  Advocacy Ce nte rs and  local 
s take holde rs to e quip  child re n and  supportive  adults  with age -appropria te  body and  online  safe ty 
guidance . 
3 See te rm inology d iscussion infra  Se ction II. 
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fe de ra l law associate d  with CSAM, along  with the  te rm inology use d  by inve stigators 
and  e xpe rts . Se cond , it p rovide s a  b rie f outline  of the  curre nt landscape , e xam ining  
the  scale  of the  p rob le m , locations whe re  conte nt is  acquire d  or d isse m inate d , and  
inform ation about the  offe nde rs and  the ir acce ssing  be haviors . Third , the  artic le  
de scribe s the  inve stigative  p roce ss, inc lud ing  re le vant tools  and  te chnique s. The  
artic le  conclude s with a  history of d istribution tre nds, followe d  by e m e rg ing  issue s 
and  pote ntia l future  tre nds.4 

 

II. De fining  Child  Se xua l Exp loita t ion 
 

1. Federa l La w 

In the  Unite d  State s, “child  pornography” is  de fine d  unde r fe de ral law 18 
U.S.C. § 2256(8) as  “any visual de p ic tion, inc lud ing  any photograph, film , vide o, 
p ic ture , or com pute r/ com pute r-ge ne rate d  im age  or p ic ture , whe the r m ade  or 
p roduce d  by e le c tronic , m e chanical, or othe r m e ans, of se xually e xp lic it conduct.” 
18 U.S.C. § 2256(2)(A) de fine s se xually e xp lic it conduct in part as  ac tual or s im ulate d  
se xual inte rcourse , be stia lity, m asturbation, sad istic  or m asochistic  abuse , or 
lasc ivious e xhib ition. This  app lie s  to any pe rson unde r the  age  of 18, re gard le ss of 
the  age  of conse nt within the  state  of the  offe nse . 

In add ition, 18 U.S.C. § 2251 prohib its  the  se xual e xp loita tion of m inors 
(p roducing  se xually e xp lic it visual de p ic tions), the  adve rtis ing  of “child  pornography,” 
and / or transporting  a  m inor for the  purpose  of p roducing  visual de p ic tions, 
inc lud ing  live  de p ic tions, within the  U.S., while  18 U.S.C. § 2260 addre sse s the  
im portation of m ate ria l into the  U.S.  Ind ividuals  who d istribute , re ce ive , transport, 
posse ss, or acce ss with inte nt to vie w “child  pornography” face  pe naltie s  unde r 18 
U.S.C. §§ 2252 and  2252A. Se ctions 2421, 2422, and  2423 addre ss the  transporta tion of 
ind ividuals , inc lud ing  m inors, or the  purpose  of ille gal se xual contac t.  Ind ividuals  
who coe rce  m inors to e ngage  in ille gal se xual conduct are  a lso punishe d  unde r 18 
U.S.C. § 2422(b). 

In 1973’s Miller v. Ca lifornia ,5 the  U.S. Supre m e  Court de te rm ine d  that the  
p roduction of adult pornography was p rote c te d  unde r the  First Am e ndm e nt unle ss 
it was conside re d  “obsce ne .” In 1982’s New York v. Ferber,6 the  U.S. Supre m e  Court 
conclude d  that the  ne e d  to safe guard  the  we ll-be ing  of m inors m e ant that “child  
pornography,” e ve n if it was not conside re d  obsce ne , should  not be  p rote c te d  unde r 
the  First Am e ndm e nt.  

Sim ulate d  child  pornography—that is , child  pornography not involving  a  re al 
child—was te m porarily ille gal unde r the  Child  Pornography Pre ve ntion Act of 1996. 

 
4 The  authors are  grate ful to Ze ro Abuse  Proje c t e xte rns Pe ne lope  de  Roys and  Abby Adu for the ir 
re se arch and  d rafting  assis tance . 
5 Mille r v. California , 413 U.S. 15 (1973). 
6 Ne w York v. Fe rbe r, 458 U.S. 747 (1982). 
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Though struck down in 2002 in Ashcroft v. Free Speech Coa lition,7 it was partly 
re p lace d  by 18 U.S.C. § 1466A, which crim inalize d  visual de p ic tions of a  m inor that 
are  both se xually e xp lic it and  obsce ne  or that lack “se rious lite rary, artis tic , political, 
or sc ie ntific  value .” 

More  re ce ntly, the  g rowth in se lf-p roduce d  CSAM, spe cifically through 
se xting , has le d  to calls  for am e ndm e nts to fe de ra l laws to inc lude  a  com pone nt 
that spe cifically addre sse s two te e nage rs conse nsually e xchang ing  se xually e xp lic it 
se lf-pornography. In the se  c ircum stance s, non-coe rc ive  se xting  be twe e n 
adole sce nts  would  be  de crim inalize d  and  the y would  not be  charge d  unde r “child  
pornography” laws.8 As of July 2022, 27 sta te s  had  se xting -spe cific  laws, while  othe r 
s ta te s , inc lud ing  California , Massachuse tts , Ohio, and  South Carolina, have  se e n 
such laws p ropose d .9 

2. Interna tiona l La w 

Inte rnational law curre ntly p lays  a  lim ite d  role  in the  inte rd ic tion and  
d isrup tion of child  pornography.10 In 2000, the  Unite d  Nations Ge ne ral Asse m bly 
approve d  an op tional p rotocol to the  Conve ntion on the  Rights  of the  Child . This  
p rotocol re quire d  that nations p rohib it the  sale  of child re n, child  p rostitution, and  
child  pornography. Unde r the  p rotocol,11 child  pornography was de fine d  as “any 
re pre se ntation, by whate ve r m e ans, of a  child  e ngage d  in re al or s im ulate d  e xp lic it 
se xual ac tivitie s  or any re p re se ntation of the  se xual parts  of a  child  for p rim arily 
se xual purpose s.” The  p rotocol was e nte re d  into force  in 2002, with 178 country 
signatorie s and  a  furthe r se ve n having  signe d  but not ra tifie d  as of Fe bruary 2024.  

The  Conve ntion on Cybe rcrim e , ofte n re fe rre d  to as  the  Budape st 
Conve ntion, inc lude s a  p rovision on “offe nse s re la te d  to child  pornography” that 
re quire s partie s  to the  tre aty to adop t le g isla tive  and  othe r ne ce ssary m e asure s to 
crim inalize  ce rta in offe nse s. Notab ly, partie s  re se rve  the  right to re fra in from  
im ple m e nting  p rovisions crim inalizing  posse ssion (vs. p roduction or d istribution) of 
child  pornography or s im ulate d  child  pornography.12 

3. Terminology 

 
7 Ashcroft v. Fre e  Spe e ch Coalition, 535 U.S. 234 (2002). 
8 Victor C. Strasburge r, Harry Zim m e rm an, Je ff R. Te m ple , & She ri Mad igan, Teena gers, Sexting, a nd 
the La w, 143 PEDIATRICS 5 (2019), https:/ / doi.org / 10.1542/ pe ds.2018-3183. 
9 Sam e e r Hinduja & Justin W. Patchin, Sexting La ws Across America , CYBERBULLYING RESEARCH CENTER 
(2022), https:/ / cybe rbullying .org / se xting-laws. 
10 See genera lly INTERNATIONAL CENTRE FOR MISSING & EXPLOITED CHILDREN (ICMEC), CHILD SEXUAL ABUSE 
MATERIAL: MODEL LEGISLATION & GLOBAL REVIEW, 10TH EDITION (2023), https:/ / www.icm e c.org / child -
pornography-m ode l-le g isla tion-re port. 
11 Op tional Protocol to the  Conve ntion on the  Rights of the  Child  on the  Sale  of Child re n, Child  
Prostitution and  Child  Pornography, a dopted by resolution May 25, 2000, 2171 U.N.T.S. 227, a va ila ble a t 
https:/ / tre atie s .un.org / page s/ Vie wDe tails .aspx?src=IND&m tdsg_no=IV-11-c&chap te r=4&clang=_e n. 
12 Budape st Conve ntion on Cybe rcrim e , Artic le  9, opened for signa ture Nov. 23, 2001, E.T.S. 185, 
a va ila ble a t https:/ / rm .coe .int/ 1680081561. 

https://doi.org/10.1542/peds.2018-3183
https://cyberbullying.org/sexting-laws
https://www.icmec.org/child-pornography-model-legislation-report
https://www.icmec.org/child-pornography-model-legislation-report
https://treaties.un.org/pages/ViewDetails.aspx?src=IND&mtdsg_no=IV-11-c&chapter=4&clang=_en
https://rm.coe.int/1680081561


4 
 

As p re viously note d  the  te rm  “child  pornography” is  s till use d  in the  crim inal 
justice  syste m  and  in m any fe de ral and  sta te  s ta tute s and  case s. Howe ve r, law 
e nforce m e nt, advocacy organizations, and  re se arche rs have  m ove d  away from  
using  this  te rm , s ince  it re la te s  too c lose ly to adult pornography, risks norm alizing  
the  be havior, m inim ize s the  se ve rity of the  abuse , and  m ay conve y som e  de gre e  of 
conse nt on the  part of the  child  in conte nt p roduction, whe n child re n cannot 
conse nt to this  conduct.  

Inste ad , the  te rm s “child  se xual abuse  m ate ria l” and  “child  se xual e xp loita tion 
m ate ria l” (CSEM) are  p re fe rre d  as the y m ore  accurate ly de p ic t what is  routine ly 
occurring  in the  m e d ia: se xual abuse . That is , the  te rm s CSAM and  CSEM corre c tly 
re m ove  the  notion of conse nt and  re fle c t the  child  vic tim ’s innoce nce  in conte nt 
p roduction. 

The  te rm  “CSAM” will be  use d  throughout the  re m ainde r of this  artic le  to 
re pre se nt child  pornography, child  se xual abuse  m ate ria l, and  child  se xual 
e xp loita tion m ate ria l.  

III. Tod a y’s  La nd sca p e  

Today, the  p re vale nce  of CSAM in cybe rspace  is  d ifficult to accurate ly 
quantify, as  the re  are  so m any ave nue s through which m ate ria l is  d istribute d . Ofte n 
the  sam e  or s im ilar CSAM is  d istribute d  unde r d iffe re nt nam e s, furthe r com plicating  
e fforts  to asse ss the  landscape . 

What we  do know is  that s ignificant am ounts of “ne w” m ate ria l are  be ing  
p roduce d  and  d isse m inate d  e ach ye ar. Be twe e n 1998 and  2017, the  m e d ian ye ar-
ove r-ye ar g rowth in CSAM be ing  re porte d  to National Ce nte r for Missing  and  
Exploite d  Child re n (NCMEC) was 51%.13 Of the  m ate ria l that was be ing  re porte d  ove r 
that tim e , 84% of im age s and  91% of vide os we re  unique . As of the  e nd  of 2021, the  
NCMEC Cybe rTip line  had  re ce ive d  m ore  than 82 m illion re ports  and  re vie we d  ove r 
322 m illion im age s and  vide os.14  

Data  from  othe r source s corroborate s the  scope  and  nature  of the  p rob le m . 
For 2020, the  Inte rnational Association of Inte rne t Hotline s 15 (INHOPE) re porte d  that 
40% of conte nt re porte d  to the ir hotline s was p re viously unknown, while  the  Inte rne t 
Watch Foundation 16 (IWF) adde d  m ore  than one  m illion ne w im age s or vide os to 
the ir e xisting  database  in 2021 alone , with 31% of the se  de p ic ting  pe ne trative  se xual 
ac tivity and / or involving  anim als or sad ism , and  2% of the se  be ing  of child re n age d  
0  to 2. 

 
13 Elie  Burszte in e t a l., Rethinking the Detection of Child Sexua l Abuse Ima gery on the Internet, WWW 
’19: THE WORLD WIDE WEB CONFERENCE 2601–2607 (2019), 
https:/ / d l.acm .org / doi/ 10 .1145/ 3308558.3313482. 
14 Child Sexua l Abuse Ma teria l, NATIONAL CENTER FOR MISSING & EXPLOITED CHILDREN (NCMEC), 
https:/ / www.m issingkids.org / the issue s/ csam  (last visite d  Mar 5, 2024).  
15 INHOPE, ANNUAL REPORT 2020 (2021), https:/ / inhope .org / m e d ia/ page s/ the -facts/ download -our-
white pape rs/ c16bc4d839-1620144551/ inhope -annual-re port-2020.pd f. 
16 INTERNET WATCH FOUNDATION (IWF), ANNUAL REPORT 2021 (2022), https:/ / annualre port2021.iwf.org .uk.  

https://dl.acm.org/doi/10.1145/3308558.3313482
https://www.missingkids.org/theissues/csam
https://inhope.org/media/pages/the-facts/download-our-whitepapers/c16bc4d839-1620144551/inhope-annual-report-2020.pdf
https://inhope.org/media/pages/the-facts/download-our-whitepapers/c16bc4d839-1620144551/inhope-annual-report-2020.pdf
https://annualreport2021.iwf.org.uk/
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1. Distribution Pa tterns  

Incre ase d  crackdowns on CSAM in North Am e rica  have  le d  to conte nt be ing  
hoste d  g lobally. In 2015, 57% of conte nt was hoste d  in North Am e rica .17 By 2021, that 
num be r d roppe d  to 17%.18 Com parative ly, hosting  ra te s  in Europe  have  incre ase d  
significantly ove r the  sam e  tim e  pe riod . In 2015, 41% of conte nt was hoste d  in 
Europe , whe re as in 2021 the  num be r had  rise n to 72%. 

De sp ite  this , the  Unite d  State s re m ains one  of the  large st hosts  and  
consum e rs of CSAM.19 Ste e l20 re porte d  that e fforts  by Goog le  and  Microsoft to 
re duce  re turns of CSAM in we b-base d  se arche s has le d  to a  67% drop  in se arch 
volum e . Ne ve rthe le ss, Goog le  is  s till use d  by som e  se e king  CSAM, with the  Cze ch 
Re public , Russia , and  Me xico le ad ing  the  way. With popular se arch e ng ine s Goog le  
and  Bing  (Microsoft) re m oving  CSAM from  the ir se arche s, Ste e l ide ntifie d  Russia’s  
Yande x as the  m ost sought-out a lte rnative , with the  large st num be r of se arche s for 
CSAM com ing  from  the  Unite d  State s, Ge rm any, France , Ita ly, and  the  Ne the rlands.  

Se arch e ng ine  e fforts  to curb  CSAM acce ssib ility by b locking  it from  
appe aring  in se arch re sults  are  he lp ful, but the y have  done  little  to addre ss the  
ove rall issue . Inste ad , CSAM d isse m ination has take n advantage  of the  various and  
ofte n anonym ous ave nue s of the  inte rne t to d istribute  m e d ia  file s . IWF21 found  that 
im age  hosting  we bsite s  (hosting  se rvice s that a llow use rs  to up load  im age s and  
the n p rovide  a  unique  URL that can be  share d , or e m be dde d , on we bsite s) 
accounte d  for 76% of re ports  in 2021. Cybe rlocke rs (data  hosting  se rvice s that 
p rovide  se cure , re m ote  storage  space ) accounte d  for 10%. Im age  store s, which are  
s im ilar to im age  hosting , e xce p t the y allow for s torage  and  inde xing  of large  
quantitie s  of m e d ia  file s  and  are  le ss  acce ssib le  to the  ge ne ral pub lic , cam e  in third  
a t 6%, followe d  by forum s (4%) and  banne r we bsite s  (3%). INHOPE22 had  sim ilar 
find ings, with im age -hosting  we bsite s  com prising  24% of re ports , followe d  by file  
hosts  (13%), forum s (8%), im age  store s (3%), and  banne r we bsite s  (2%). 

It is  e xpe cte d  that the se  num be rs m ay change  slightly in the  com ing  ye ars 
due  to COVID-19, which le d  to a  rise  in CSAM d isse m ination, e spe cially on pe e r-to-

 
17 IWF ANNUAL REPORT 2016 (2017), https:/ / www.iwf.org .uk/ m e d ia/ phkhovou/ iwf_re port_2016.pd f. 
18 IWF ANNUAL REPORT 2021, supra  note  14. 
19 INHOPE ANNUAL REPORT 2020, supra  note  13. 
20 Chad  M.S. Ste e l, Web-Ba sed Child Pornogra phy: The Globa l Impa ct of Deterrence Efforts a nd Its 
Consumption on Mobile Pla tforms, 44 CHILD ABUSE & NEGLECT 150  (2015), 
https:/ / doi.org / 10 .1016/ j.chiabu.2014.12.009. 
21 IWF ANNUAL REPORT 2021, supra  note  14. 
22 INHOPE ANNUAL REPORT 2020, supra  note  13. 

https://www.iwf.org.uk/media/phkhovou/iwf_report_2016.pdf
https://doi.org/10.1016/j.chiabu.2014.12.009
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pe e r ne tworks, dark we b 23 forum s, social m e d ia  p latform s, and  m e ssag ing  apps.24 
Howe ve r, de sp ite  the  e xiste nce  of se ve ra l ne w “type s” of locations to d isse m inate  
CSAM, we bsite s  s till p lay a  m ajor role  in acquisition. Se cond  to pe e r-to-pe e r 
ne tworks (46%), 22% of offe nde rs surve ye d  said  the y vie we d  CSAM via  trad itional 
we bsite s .25 Exam ining  the  m ost com m on CSAM-hosting  dom ains, IWF26 found  that 
52% of CSAM d isse m inate d  on .com  we bsite s , followe d  by .xyz, .c loud . and  .ru 
we bsite s  a t 8% e ach. Most im portantly, 95% of CSAM is  p rovide d  for fre e . Of the  
re m aining  5%, which is  com m e rcially d istribute d , the  m ost com m on dom ains we re  
.ru (30%) and  .onion (18%).  

2. The Offenders 
In one  study, 95% of offe nde rs c la im e d  that the y be gan vie wing  adult 

pornography and  transitione d  to CSAM.27 Eve n afte r the y transitione d , m ost (74%) 
CSAM consum e rs asse rt that the y continue d  to p rim arily vie w adult pornography, 
with no offe nde rs surve ye d  sta ting  that the y vie we d  e xclusive ly CSAM.28 The y do 
not c la im  to be  p re fe re ntia l consum e rs, with 72% re spond ing  that the y vie we d  both 
m ale  and  fe m ale  CSAM and  only 24% vie wing  e xclusive ly fe m ale  m ate ria l.29 CSAM 
consum e rs re porte d  vie wing  the  pornography ge nre s of be stia lity, he ntai, te e n, and  
nud ist a t highe r ra te s  than a  com parative  ge ne ral population sam ple .30 

Give n the  various ways CSAM can be  acce sse d , it is  unsurpris ing  that 54% of 
offe nde rs surve ye d  use d  m ore  than one  location for acquiring  CSAM.31 While  pe e r-
to-pe e r ne tworks and  trad itional we bsite s  we re  the  locations of firs t e xposure  for 
m ost, offe nde rs com m only p rogre sse d  to a lso using  the  Dark We b and  instant 
m e ssag ing  app lications. To acce ss CSAM, 92% use d  e ithe r a  de sktop  or lap top , 
a lthough 35% use d  m ore  than one  de vice . Exam ining  de vice s use d  to se arch for 

 
23 The  De e p  We b  is a  com pone nt of the  inte rne t that is  “hidde n,” m ostly com prise d  of database s and  
intrane ts that are  not inde xe d  by se arch e ng ine s and  ofte n re quire  spe cific  cre de ntia ls  to acce ss, 
such as password-prote cte d  we bsite s for acade m ic  or he althcare  institutions. The  Dark We b, known 
for e ncryp tion and  anonym ity, is  a  se ction of the  inte rne t not inde xe d  by trad itional se arch e ng ine s 
and  ofte n associate d  with illic it ac tivitie s , a lthough it can also fac ilita te  p rivacy and  se curity. It a llows 
use rs  to acce ss we bsite s and  se rvice s that are  inte ntionally hidde n and  re quire  spe cialize d  software , 
such as Tor, to navigate . 
24 INTERPOL, COVID 19: CHILD SEXUAL EXPLOITATION AND ABUSE THREATS AND TRENDS (2020), 
https:/ / www.inte rpol.int/ e n/ conte nt/ download / 15611/ file / COVID19%20-
%20Child%20Se xual%20Exploita tion%20and%20Abuse %20thre ats%20and%20tre nds.pd f. 
25 Chad  Ste e l e t a l., Technica l Beha viours of Child Sexua l Exploita tion Ma teria l Offenders, 17 JOURNAL OF 
DIGITAL FORENSICS, SECURITY AND LAW (2022), https:/ / doi.org / 10.15394/ jd fsl.2022.1794. 
26 IWF ANNUAL REPORT 2021, supra  note  14. 
27 Ste e l, supra  note  19. 
28 Chad  M.S. Ste e l e t a l., Collecting a nd Viewing Beha viors of Child Sexua l Exploita tion Ma teria l 
Offenders, 118 CHILD ABUSE & NEGLECT (2021), https:/ / doi.org / 10.1016/ j.chiabu.2021.105133. 
29 Id . 
30 Id . 
31 Ste e l, supra  note  19. 

https://www.interpol.int/en/content/download/15611/file/COVID19%20-%20Child%20Sexual%20Exploitation%20and%20Abuse%20threats%20and%20trends.pdf
https://www.interpol.int/en/content/download/15611/file/COVID19%20-%20Child%20Sexual%20Exploitation%20and%20Abuse%20threats%20and%20trends.pdf
https://doi.org/10.15394/jdfsl.2022.1794
https://doi.org/10.1016/j.chiabu.2021.105133
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CSAM, Ste e l32 found  that 34% we re  sm artphone s and  tab le ts , with that ra te  like ly to 
have  incre ase d  since  the  study, g ive n the ir incre asing  p re vale nce .  

Whe n storing  CSAM on pe rsonal de vice s, 78% of consum e rs s tore d  it a ll in the  
sam e  d ire c tory, with no organization.33 Me anwhile , 8% organize d  CSAM by how 
m uch the y like d  the  m e d ia , followe d  by 6% who store d  it by the  ac ts  pe rform e d . For 
42% of offe nde rs, the re  was an atte m pt to colle c t a ll m ate ria l availab le  on a  
particular child  or g roup  of child re n. 

To avoid  de te c tion (i.e ., counte rm e asure s), 68% of offe nde rs s ta te d  the y 
de le te d  the ir we b  browsing  history, while  38% use d  p rivate  b rowsing  m e thods. For 
the ir s tore d  CSAM, 28% ide ntifie d  m islabe ling  d ire c torie s , and  18% e ncryp te d  
ind ividual file s  to avoid  de te c tion, while  4% took no counte rm e asure s.34 Finally, 74% 
of offe nde rs e xpre sse d  de le ting  the ir e ntire  colle c tion at le ast once , with 47% stating  
that this  was done  out of guilt, sham e , and / or re m orse  for m aintaining  the  
colle c tion.  

The  te nde ncie s of m ost offe nde rs to acce ss CSAM from  m ultip le  de vice s, of 
som e  offe nde rs to s tore  CSAM in m ultip le  d ire c torie s/ locations, and  of fe w 
offe nde rs to take  no de te c tion-avoidance  counte rm e asure s have  im plications for 
inve stigators  and  p rose cutors . It is  c ritical that the re  be  significant b re ad th and  
de p th to the  num be r of de vice s se ize d  and  the  locations ide ntifie d  within warrants  
to se arch for CSAM on de vice s. Lim iting  se arche s to a  s ing le  de vice  (e .g ., 
sm artphone ) or spe cific  folde rs  with incrim inating  labe ls  (e .g ., “child  pornography,” 
“te e nage  boys,” “downloads,” or “p ic ture s”) will re sult in the  fa ilure  to ide ntify 
e vide nce  and  build  s tronge r case s, as  will e xclud ing  de le te d  file s . Accord ing ly, 
inve stigators  and  p rose cutors  m ust d raft warrants  that e stab lish p robab le  cause  
with spe cific ity and  inform  the  jud ic iary of the  re asonab le ne ss and  ne ce ssity of in-
de p th se arche s. 

Offline , it is  e stim ate d  that 93% of case s of child  se xual abuse  re porte d  to law 
e nforce m e nt involve  a  pe rpe tra tor known to the  vic tim , with it be ing  a  fam ily 
m e m be r 34% of the  tim e .35 While  s trange r e ntice m e nt com prise s only 7% of hands-
on abuse  case s, online  that num be r quadrup le s, accord ing  to one  study. Dr. Michae l 
Se to and  colle ague s found  that 42% of CSAM was be ing  p roduce d  by offe nde rs with 
c lose , but not fam ilia l, re la tionships to the  child , with 28% be ing  produce d  by 
strange rs.36 This  is  e ve n m ore  conce rning  g ive n the  rise  of online  e ntice m e nt or 

 
32 Id . 
33 Id . 
34 Ste e l e t a l., supra  note  27. 
35 Children a nd Teens: Sta tistics, RAINN, https:/ / www.rainn.org / statis tics/ child re n-and-te e ns (last 
visite d  Mar 5, 2024). 
36 Michae l C. Se to e t a l., Production a nd Active Tra ding of Child Sexua l Exploita tion Ima ges Depicting 
Identified Victims, NCMEC & THORN (Mar. 2018), 
https:/ / www.m issingkids.org / conte nt/ dam / m issingkids/ pd fs/ ncm e c-
analysis/ Production%20and%20Active %20Trad ing%20of%20CSAM_FullRe port_FINAL.pd f. Only 8% of 
m ate ria l was p roduce d  by a  nucle ar fam ily m e m be r, but m e d ia  p roduce d  by fam ily m e m be rs was 
m ore  like ly to be  ac tive ly trade d  online  than that p roduce d  by non-fam ilia l offe nde rs. Id . 

https://www.rainn.org/statistics/children-and-teens
https://www.missingkids.org/content/dam/missingkids/pdfs/ncmec-analysis/Production%20and%20Active%20Trading%20of%20CSAM_FullReport_FINAL.pdf
https://www.missingkids.org/content/dam/missingkids/pdfs/ncmec-analysis/Production%20and%20Active%20Trading%20of%20CSAM_FullReport_FINAL.pdf
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luring  of m inors, which incre ase d  82% from  2021 to 2022.37 Notab ly, 98% of online  
e ntice m e nt offe nde rs  we re  “se e m ing ly unknown to the  child re n in re al life  while  
only 2% we re  known.”38 

De sp ite  pe rpe tra tors  known to the  vic tim  be ing  p roportionally le ss  com m on 
online , the  Canad ian Ce ntre  for Child  Prote c tion 39 (CCCP) still found  that ne arly 69% 
of CSAM was p roduce d  within a hom e . Roughly 15% had  an outdoors se tting , while  
ne arly 11% appe are d  to have  be e n p roduce d  in a  s tud io. Othe r com m on locale s 
inc lude d  schools , pools , chang ing  room s, showe rs, gym s, ve hicle s, and  te nts , which 
accounte d  for s lightly m ore  than 5%. Unsurprising ly, e xp lic it and  e xtre m e  se xual 
assault accounte d  for a  large r pe rce ntage  of conte nt p roduce d  at hom e  (70%) than 
outdoors (16%) or in a  s tud io (16%).40 

IV. Inve s t ig a t ing  CSAM 
 

1. Ecosystem of CSAM Investiga tions 
The  p roduction and  d istribution of CSAM are  inve stigate d  inde pe nde ntly and  

collaborative ly by national and  inte rnational law e nforce m e nt age ncie s, through 
re la tionships with non-profit organizations (e .g ., Thorn and  NCMEC), and  inte rac tions 
with e le c tronic  se rvice  p rovide rs  (e .g ., Face book, Goog le , and  Apple ).41 

In the  Unite d  State s, Inte rne t Crim e s Against Child re n Task Force s (ICACs) 
p lay an im portant role  in inve stigating  online  child  se xual abuse , as  the y are  ofte n 
the  e ntitie s to re ce ive  tips through age ncie s such as NCMEC. Cre ate d  in 1998 by the  
Office  of Juve nile  Justice  and  De linque ncy Pre ve ntion, ICACs are  a  national ne twork 
of 61 task force s with the  a im  of com bating  child  se xual e xp loita tion through 
inve stigations, tra ining , e ducation, te chnical assis tance , and  victim  se rvice s.42 ICAC 
Task Force s are  typ ically base d  within the  structure s of s ta te wide  law e nforce m e nt 
age ncie s and  re fe r a  s ignificant volum e  of Cybe rTips to local inve stigative  age ncy 
affilia te s  across the  re le vant s ta te . The  num e ric  bulk of ICAC work, the re fore , occurs 
a t the  sta te  and  local le ve ls  of law e nforce m e nt.  

 
37 CyberTipline 2022 Report, NCMEC, https:/ / www.m issingkids.org / cybe rtip line data  (last visite d  Mar. 
5, 2024). 
38 NCMEC, THE ONLINE ENTICEMENT OF CHILDREN: AN IN-DEPTH ANALYSIS OF CYBERTIPLINE REPORTS (2017), 
https:/ / www.m issingkids.org / conte nt/ dam / m issingkids/ pd fs/ ncm e c-
analysis/ Online %20Entice m e nt%20Pre -Trave l.pd f. 
39 CANADIAN CENTRE FOR CHILD PROTECTION, CHILD SEXUAL ABUSE IMAGED ON THE INTERNET: A CYBERTIP.CA 
ANALYSIS (Jan. 2016), https:/ / www.cybe rtip .ca/ pd fs/ CTIP_CSARe se archRe port_2016_e n.pdf. 
40 Id. 
41 For prac tical approache s to navigating  challe nge s re la te d  to e le c tronic  se rvice  provide rs, se e  
Jose ph Re m y e t a l., Judge, Jury... Service Provider? 6 Stra tegies for Prosecutors Confronting Objections 
from Internet Service Providers, ZERO ABUSE PROJECT (2021); Robe rt J . Pe te rs e t al., Not a n Ocea n Awa y, 
Only a  Moment Awa y: A Prosecutor’s Primer for Obta ining Remotely Stored Da ta , 48 MITCHELL HAMLINE L. 
REV. (2021); Robe rt J. Pe te rs e t a l., Exige ncy and  Encryp te d  Cloud  Accounts , Part 1: 8 Introductory 
Conside rations for Prose cutors, ZERO ABUSE PROJECT (2022); Robe rt J. Pe te rs  e t a l., Exige ncy and  
Encryp te d  Cloud  Accounts , Part 2: 7 Advance d  Strate g ie s for Prose cutors, ZERO ABUSE PROJECT (2022). 
42 INTERNET CRIMES AGAINST CHILDREN (ICAC) TASK FORCE PROGRAM, https:/ / www.icac taskforce .org /  (last 
visite d  Mar. 5, 2024). 

https://www.missingkids.org/cybertiplinedata
https://www.missingkids.org/content/dam/missingkids/pdfs/ncmec-analysis/Online%20Enticement%20Pre-Travel.pdf
https://www.missingkids.org/content/dam/missingkids/pdfs/ncmec-analysis/Online%20Enticement%20Pre-Travel.pdf
https://www.cybertip.ca/pdfs/CTIP_CSAResearchReport_2016_en.pdf
https://www.icactaskforce.org/
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Since  1998, ICACs have  tra ine d  m ore  than 5,000  law e nforce m e nt and  
p rose cutoria l age ncie s com prising  675,700+ ind ividuals  and  re vie we d  844,600 
com plaints of child  se xual vic tim ization, le ad ing  to ne arly 90 ,000  suspe ct arre sts . 
Othe r ke y e ntitie s  a t the  fe de ra l le ve l inc lude  the  De partm e nt of Justice ’s Child  
Exploita tion and  Obsce nity Se ction (CEOS),43 the  De partm e nt of Hom e land  
Se curity’s  Scie nce  and  Te chnology Dire c torate ,44 and  U.S. Im m igration and  Custom s 
Enforce m e nt’s  Hom e land  Se curity Inve stigations.45  

Inte rnationally, the  Virtual Global Taskforce 46 conne cts  gove rnm e nt, non-
gove rnm e nt, and  industry partne rs  in com batting  CSAM. The  taskforce  include s 
Hom e land  Se curity Inve stigations and  is  com prise d  of 11 add itional board  m e m be rs 
from  North and  South Am e rica , Europe , Midd le  East, Asia , and  Oce ania . It is  curre ntly 
chaire d  by the  Unite d  Kingdom ’s National Crim e  Age ncy.  

National and  inte rnational se m i-gove rnm e nt and / or non-profit organizations 
a lso p lay an instrum e ntal role  in supporting  the  inve stigation of CSAM re ports . 
Within the  Unite d  State s, p rom ine nt organizations include  the  National Ce nte r for 
Missing  and  Exploite d  Child re n (NCMEC), Thorn, Proje c t VIC, and  the  Child  Re scue  
Coalition, am ong  othe rs . Inte rnational partne rs  inc lude  the  Inte rnational Ce ntre  for 
Missing  and  Exploite d  Child re n (ICMEC), the  Inte rne t Watch Foundation (IWF), End  
Child  Prostitution in Asian Tourism  (ECPAT), INHOPE, and  the  Canad ian Ce ntre  for 
Child  Prote c tion (CCCP), am ong  othe rs .  

Add itionally, e le c tronic  se rvice  p rovide rs  (ESPs) are  critical to addre ssing  the  
p rob le m , starting  with the ir role  in ide ntifying  and  re porting  CSAM on we bsite s . In 
2021, 29.1 m illion of NCMEC’s 29.3 m illion re ports  of CSAM we re  from  ESPs, inc lud ing  
Microsoft, Snapchat, Re dd it, Am azon Photos, Discord , Face book (which p rovide d  
m ore  than 22 m illion re ports), Goog le , Instag ram , and  TikTok.47 

In add ition to re porting  instance s of CSAM, ESPs are  inte g ral to tool and  
database  de ve lopm e nt. For e xam ple , Microsoft has de ve lope d  PhotoDNA 
(d iscusse d  in m ore  de tail be low) and  the  Child  Exploita tion Tracking  Syste m  (CETS). 
De ve lope d  in collaboration with Canad ian law e nforce m e nt, CETS aim s to assis t 
CSAM inve stigations by consolidating  case  inform ation into one  re pository, which 
can be  share d  across inte rnational age ncie s to e xpe d ite  ide ntification. In the  Unite d  

 
43 Child Exploita tion a nd Obscenity Section (CEOS), U.S. DEPARTMENT OF JUSTICE, CRIMINAL DIVISION, 
https:/ / www.justice .gov/ crim inal-ce os. 
44 U.S. DEP’T OF HOMELAND SECURITY, SCIENCE AND TECHNOLOGY DIRECTORATE, 
https:/ / www.dhs.gov/ sc ie nce -and-te chnology. 
45 Homela nd Security Investiga tions, U.S. IMMIGRATION AND CUSTOMS ENFORCEMENT, 
https:/ / www.ice .gov/ about-ice / hom e land -se curity-inve stigations. 
46 Virtua l Globa l Ta skforce, NATIONAL CRIME AGENCY, https:/ / nationalcrim e age ncy.gov.uk/ virtual-
g lobal-taskforce /  (last visite d  Mar. 5, 202 
47 NCMEC, 2020  CYBERTIPLINE REPORTS BY ELECTRONIC SERVICE PROVIDERS (2021), 
https:/ / www.m issingkids.org / conte nt/ dam / m issingkids/ pd fs/ 2020-re ports-by-e sp .pd f. 

https://www.justice.gov/criminal-ceos
https://www.dhs.gov/science-and-technology
https://www.ice.gov/about-ice/homeland-security-investigations
https://nationalcrimeagency.gov.uk/virtual-global-taskforce/
https://nationalcrimeagency.gov.uk/virtual-global-taskforce/
https://www.missingkids.org/content/dam/missingkids/pdfs/2020-reports-by-esp.pdf
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State s, CETS is  ope rate d  by Im m igration and  Custom s Enforce m e nt and  Hom e land  
Se curity Inve stigations.48 

ESPs occupy a  unique  role  within socie ty and  wie ld  significant powe r as  non-
gove rnm e nt e ntitie s  that p rovide  an (a lm ost) e sse ntia l se rvice . The  ne e d  for 
re gulation is  c le ar, ye t gove rnm e nts have  be e n slow to im part re sponsib ilitie s  to 
ESPs. In the  U.S., ESPs are  re quire d  to inform  NCMEC whe n the y be com e  aware  of a) 
se xual e xp loita tion of child re n, b ) p roduction or d istribution of CSAM, or c) we bsite s  
de signe d  to trick m inors into vie wing  obsce ne  m ate ria l. In re porting  the  inc ide nt, 
the y m ust inc lude  the  e m ail add re ss and / or inte rne t p rotocol addre ss of the  use r, 
his tory of transm issions, and  ge ographic  are a  of the  ind ividual. Howe ve r, ESPs are  
ne ithe r re quire d  to ac tive ly se arch for CSAM nor m onitor for this ac tivity. As a  re sult, 
the  e ffe c tive ne ss and  re sponsib ility of ESPs in com bating  the  p roduction and  
d isse m ination of CSAM is  uncle ar, though the y are  capab le  of m uch g re ate r e fficacy. 

2. Tools to Comba t CSAM 
The  abundance  of m ate ria l be ing  d isse m inate d , com bine d  with the  g raphic  

nature  of the  conte nt, has fac ilita te d  the  de ve lopm e nt of autom ate d  tools  to ide ntify 
CSAM. The se  tools  are  ofte n de ve lope d  through collaboration be twe e n gove rnm e nt 
and  non-gove rnm e nt e ntitie s  (e .g ., ESPs, acade m ics, non-profits), with the  a im  to 
ide ntify and  subse que ntly re m ove  p re viously ide ntifie d  CSAM be ing  d istribute d  
online . 

Historically, CSAM has be e n ide ntifie d  through the  utilization of hash value s. A 
hash value  is  a  pse udo d ig ita l finge rprint for e ach file . Eve ry tim e  a  file  is  e d ite d , a  
unique  hash value  is  c re ate d . For e xam ple , add ing  a  word  to an e xisting  docum e nt, 
c ropp ing  an im age , or cutting  the  le ng th of a  vide o would  all change  the  hash value  
of the  file  be ing  e d ite d . Large  database s of CSAM hash value s are  e xtre m e ly 
be ne fic ia l for inve stigations as the y can accurate ly autom ate  a  large  p roportion of 
CSAM proce ssing . Im portantly, the y can m inim ize  the  am ount of inve stigators’ 
e xposure  to g raphic  m ate ria l while  e lim inating  re pe titive  work and  burnout from  
m anually re vie wing  large  num be rs of m e d ia  file s . This  is  e spe cially true  as re cord ing  
de vice s p rovide  sharpe r im age s and  CSAM vide os be com e  m ore  p re vale nt.  

Howe ve r, the  ve ry thing  that m ake s hash value s use ful—the ir spe cific ity and  
se nsitivity to change s—is a lso what lim its the ir utility for de te c ting  ne w or m od ifie d  
m e d ia , as  we ll as  m atching  ind ividuals  containe d  within CSAM. To com pe nsate  for 
this , law e nforce m e nt age ncie s have  partne re d  with the  industry to de ve lop  
add itional tools  to account for file  m od ifications. The  m ost we ll-known is  PhotoDNA, 
which was de ve lope d  by Microsoft and  Dartm outh Profe ssor Hany Farid  (now 
locate d  at UC Be rke le y). PhotoDNA ope ra te s on “fuzzy hash log ic ,” which allows 
slightly m od ifie d  ve rsions of a  file  (e .g ., c ropp ing) to be  m atche d  with a  known CSAM 
hash value  (e .g ., the  uncroppe d  ve rsion).  

 
48 U.S. DEP’T OF HOMELAND SECURITY, PRIVACY IMPACT ASSESSMENT UPDATE FOR THE IMMIGRATION AND 
CUSTOMS ENFORCEMENT – CHILD EXPLOITATION TRACKING SYSTEM (2013), 
https:/ / www.dhs.gov/ site s/ de fault/ file s/ pub lications/ p rivacy-p ia-ice -ce ts-20130828.pd f, 

https://www.dhs.gov/sites/default/files/publications/privacy-pia-ice-cets-20130828.pdf
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The re  is  no g lobal CSAM hash value  database , in part be cause  varying  le gal 
de finitions in countrie s  m ake  it d ifficult to de ve lop  a  re pository that would  be  
app licab le  to a ll law e nforce m e nt age ncie s throughout the  world . As a  re sult, m any 
countrie s , and  e ve n age ncie s within countrie s , house  the ir own hash value  
database s. Within the  Unite d  State s, database s are  house d  by NCMEC, Thorn, 
Proje c t VIC, and  Hom e land  Se curity, with the re  like ly be ing  significant collaboration 
and  ove rlap  be twe e n the se  database s. Inte rnationally, INTERPOL m aintains a  
database  of 2.7 m illion im age s and  vide os. Howe ve r, the y note  that during  COVID-
19, 60% of the ir 67 m e m be r countrie s  have  not use d  the ir database  or have  
significantly re duce d  the ir acce ss.49 Non-profit age ncie s such as IWF and  INHOPE 
also m aintain database s. The se  database s are  ofte n share d  with ESPs who wish to 
scan the ir own we bsite s  for CSAM. The y are  a lso use d  to inve stigate  case s of CSAM 
re porte d  to the se  organizations, and  within the ir own autom ate d  we b  crawle rs , 
which also ac tive ly scan we bsite s  for CSAM hash value s. Thre e  we ll-known CSAM-
spe cific  we b  crawle rs  are  the  I “Se e ” Child  Abuse  Mate ria l (ICCAM) by INHOPE, 
Proje c t Arachnid  by CCCP’s Cybe rTip .ca , and  Inte lliGrade  by IWF.  

For s im ple  de te c tion and  autom atic  re m oval of CSAM be ing  d isse m inate d  
online , hash value s and  autom ate d  we b  crawle rs  are  ve ry use ful. Howe ve r, a  
m anual approach is  ofte n ne ce ssary to link pe op le , p lace s, and  things found  within 
CSAM. The re  have  be e n e fforts  to autom ate  this  p roce ss as  m uch as possib le , or a t 
le ast use  autom ation to filte r and  focus inve stigations. The se  e fforts  have  focuse d  
on utilizing  b iom e trics , nam e ly fac ial re cognition, to ide ntify vic tim s and  offe nde rs 
within CSAM and  nud ity de te c tion (e .g ., iCOP/ iCAC).50 Since  in 20% of CSAM a child ’s  
face  is  not shown,51 add itional b iom e tric  fe ature s (e .g ., voice s) have  be gun to be  
“fuse d” with fac ial re cognition to im prove  m atching .52 Be yond  the  pe op le  containe d  
within CSAM, the re  has a lso be e n a  focus on ide ntifying  ite m s found  within CSAM, 
which e stab lish spe cific  locations and / or pe op le . The se  inc lude  artwork, food  
packag ing , ne wspape rs and  m agazine s, c lothing , toys, e tc ., which m ay be  p ie ce d  
toge the r to ide ntify a  location or vic tim .  

Finally, whe n a  de vice , such as a  d ig ita l cam e ra, c re a te s an im age  or vide o, it 
re cords de vice  se ttings, such as shutte r spe e d , focal le ng th, and  le ns. More  valuab le  
to inve stigators , the  de vice  a lso ofte n re cords the  date , tim e , and  GPS coord inate s 
for whe n the  m e d ia  file  was cre ate d , as  we ll as  the  m ake  and  m ode l of the  de vice . 

 
49 INTERPOL, supra  note  23; Interna tiona l Child Sexua l Exploita tion Da ta ba se, 
https:/ / www.inte rpol.int/ e n/ Crim e s/ Crim e s-against-child re n/ Inte rnational-Child -Se xual-
Exp loita tion-database  (last visite d  Mar. 5, 2024). 
50 Joao Mace do e t a l., A Benchma rk Methodology for Child Pornogra phy Detection, 31ST SIBGRAPI 
CONFERENCE ON GRAPHICS, PATTERNS AND IMAGES 455 (2018), 
https:/ / doi.org / 10 .1109/ SIBGRAPI.2018.00065. 
51 Michae l Salte r & Tyson Whitte n, A Compa ra tive Content Ana lysis of Pre-Internet a nd Contempora ry 
Child Sexua l Abuse Ma teria l, 43 DEVIANT BEHAVIOR 1120, 
https:/ / doi.org / 10 .1080/ 01639625.2021.1967707. 
52 Bryce  We stlake  e t a l., Developing Automa ted Methods to Detect a nd Ma tch Fa ce a nd Voice 
Biometrics in Child Sexua l Abuse Videos, TRENDS & ISSUES IN CRIME AND CRIMINAL JUSTICE NO. 648 (Mar. 22, 
2022), https:/ / doi.org / 10.52922/ ti78566. 

https://www.interpol.int/en/Crimes/Crimes-against-children/International-Child-Sexual-Exploitation-database
https://www.interpol.int/en/Crimes/Crimes-against-children/International-Child-Sexual-Exploitation-database
https://doi.org/10.1109/SIBGRAPI.2018.00065
https://doi.org/10.1080/01639625.2021.1967707
https://doi.org/10.52922/ti78566
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This  inform ation is  known as e xchange ab le  im age  file  form at data  (EXIF), a  subse t of 
m e tadata .53 It is  like ly that m any CSAM produce rs will re m ove  this  inform ation p rior 
to d istribution, and  social m e d ia  we bsite s  (e .g ., Instagram , TikTok) scrub  this  data  
whe n im age s are  up loade d—though it m ay still be  m aintaine d  and  acquire d  via  
le gal p roce ss.54 Howe ve r, com pute r fore nsics te chnique s have  be e n de ve lope d  that 
can take  a ttribute s of how the  m e d ia  file  is  re corde d  and  work backwards to ide ntify 
the  m ake / m ode l of the  de vice , as  we ll as  any software  that was use d  to e d it the  
file .55 This  can p rove  be ne fic ia l for targe ting  warrants  to spe cific  de vice s as  we ll as  
linking  suspe ct de vice s to p roduce d  CSAM. 

As the se  ne w m e thods of analysis  are  introduce d , the re  is  a  ne e d  to organize  
the  re sulting  volum inous data  and  m ake  it d ige stib le  and  use ful to inve stigators . This  
is  whe re  software  p latform s that inte g rate  m ultip le  ide ntification fe ature s (e .g ., hash 
value s and  fac ial re cognition) and  allow for se arching  and  filte ring  com e  in. Som e  of 
the se  tools  are  for d ig ita l m e d ia  in ge ne ral, such as Ce lle brite , Magne t 
Fore nsics/ Axiom , and  EnCase , while  othe rs  are  spe c ialize d  to CSAM, such as 
Griffe ye  and  4NSEEK. The se  tools  are  e xtre m e ly be ne fic ia l, but p rac titione rs  do note  
that e ach has its  lim ita tions.56 Critically, usage  and  de ve lopm e nt of tools  m ust be  
le ve rage d  to focus not just on le ss  com ple x targe ts , such as typ ical p la in-vie w pe e r-
to-pe e r CSAM file  transfe rs , but a lso m ore  sophisticate d  “ne tworke d  offe nde rs” and  
“high-value  ind ividual offe nde rs .”57 

 Social ne twork analysis  has p rove n valuab le  in visualizing  conne ctions 
be twe e n vide os, a id ing  in the  ide ntification of linkage s be twe e n vic tim s and / or 
offe nde rs.58 The  use  of social ne twork analysis  com ple m e nts the  inform ation 
ob taine d  from  crawling  and  hash value  m atching , e nab ling  the  de te c tion of links 

 
53 For a  m ore  de taile d  de scrip tion of m e tadata, se e  Nasim  Mansurov, EXIF Da ta  Expla ined, 
PHOTOGRAPHY LIFE (la st upda ted Apr. 24, 2020), https:/ / photographylife .com / what-is-e xif-data . 
54 See genera lly Jose ph Re m y e t a l., supra  note  40. 
55 Brandon Epste in & Be rtram  Lyons, The Truth in Video Files: Introducing A Novel Approa ch To 
Identifica tion/ Authentica tion, VirtualLEVA Dig ita l Multim e d ia  Evide nce  Training  Sym posium  (Oct. 26 , 
2020 , a ccessed online); Brandon Epste in & Be rtram  Lyons, Source Identifica tion of Unknown Video 
Files, NATIONAL CYBER CRIME CONFERENCE (May 2021, a ccessed online); Guru Swaroop Be nnabhaktula  e t 
a l., Device-ba sed Ima ge Ma tching with Simila rity Lea rning by Convolutiona l Neura l Networks tha t 
Exploit the Underlying Ca mera  Sensor Pa ttern, PROCEEDINGS OF THE 9TH INTERNATIONAL CONFERENCE ON 
PATTERN RECOGNITION APPLICATIONS AND METHODS 578 (2020), 
https:/ / doi.org / 10 .5220/ 0009155505780584; De rrick Tim m e rm an e t a l., Video Ca mera  Identifica tion 
from Sensor Pa ttern Noise with a  Constra ined ConvNet. PROCEEDINGS OF THE 10TH INTERNATIONAL 
CONFERENCE ON PATTERN RECOGNITION APPLICATIONS AND METHODS 417 (2021), 
https:/ / doi.org / 10 .5220/ 0010246804170425.  
56 Laura Sanche z e t a l., A Pra ctitioner Survey Exploring the Va lue of Forensic Tools, AI, Filtering, & Sa fer 
Presenta tion for Investiga ting Child Sexua l Abuse Ma teria l (CSAM), 29 DIGITAL INVESTIGATION 124, 
https:/ / doi.org / 10 .1016/ j.d iin.2019.04.005.  
57 See U.S. DEP’T OF JUSTICE, THE NATIONAL STRATEGY FOR CHILD EXPLOITATION PREVENTION AND 
INTERDICTION: A REPORT TO CONGRESS (2016), https:/ / www.justice .gov/ psc / file / 842411/ download . 
58 Russe ll Bre we r e t a l., Adva ncing Child Sexua l Abuse Investiga tions Using Biometrics a nd Socia l 
Network Ana lysis. TRENDS & ISSUES IN CRIME AND CRIMINAL JUSTICE NO. 668 (MAR. 3, 2023), 
https:/ / doi.org / 10 .52922/ ti78948. 
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am ong  we bsite s  and  the  ide ntification of ke y ind ividuals  within d istribution 
ne tworks.59 

Add itionally, m e thods focuse d  on analyzing  file  and  folde r nam ing  
conve ntions and  structure s have  be e n e m ploye d  to ide ntify patte rns that he lp  flag  
pote ntia l CSAM.60 The se  te chnique s have  p rove n e ffe c tive  in com bating  inve stigator 
burnout, traum a, and  re pe titive  work. Howe ve r, the y fa ll short in te rm s of locating  
curre ntly abuse d  child re n and  the ir abuse rs . This  is  be cause  the  inform ation within 
CSAM, such as ind ividuals  and  locations, crucial for re scuing  child re n or 
appre he nd ing  offe nde rs, is  ofte n not thoroughly e xam ine d . 

V. Tre nd s  in  CSAM Dis t rib u t ion   
 

1. Historica lly  
Ste e l e t a l.61 b roke  down the  e volution of CSAM d istribution into five  e ras. First 

was the  “Early Ne twork Era” (1987-1996), which was dom inate d  by sm all im age -only 
colle c tions, lim ite d  d ive rsity and  acce ssib ility, and  little  socialization, norm alization, 
and  anonym ity for colle c tors . This  e ra  saw the  te chnolog ie s of bulle tin boards, 
floppy d isks, Use ne t, and  e m ail as  the  m ost com m on. 

Se cond  was “Inte rne t/ WWW Era” (1996-2004), which introduce d  large  im age  
colle c tions, the  arrival of vide os, and  e asie r acce ss. This  was accom plishe d  through 
large r hard  d rive s, write ab le  CDs, we bsite s , inte rne t chat re lay, and  chat m e ssag ing  
se rvice s like  “I Se e k You” (ICQ).  

Third  was the  “Pe e r-to-Pe e r Era” 2004-2008,” which gave  rise  to the  rap id  
acquisition of conte nt and  incre ase d  vide o acce ss and  sharing  through pe e r-to-pe e r 
c lie nts  such as e Mule , Kazaa, and  Lim e wire , Bittorre nt, d ig ita l cam e ras, and  
b roadband  inte rne t.  

Fourth was the  “Dark We b Era” (2008-2014), characte rize d  by safe r acquisition 
channe ls , incre ase d  counte rm e asure s, and  m ore  vide os. This  was accom plishe d  
through the  large r adop tion of the  Dark We b, cryp tocurre ncie s, cybe rlocke rs, and  
virtual p rivate  ne tworks (VPNs).  

Fifth, and  our curre nt e ra , is  the  “Mobile  Era” (2014-pre se nt), which has be e n 
m arke d  by incre ase d  acce ssib ility and  counte rm e asure  adop tion. This  e ra  has a lso 

 
59 Bryce  G. We stlake  & Richard  Frank, Seeing the Forest Through the Trees: Identifying Key Pla yers in 
the Online Distribution of Child Sexua l Exploita tion Ma teria l, in CYBERCRIME THROUGH AN INTERDISCIPLINARY 
LENS 189 (Thom as Holt e d ., 2016), https:/ / doi.org / 10 .4324/ 9781315618456. 
60 Bryce  G. We stlake  & Enrique  Gue rra , Using File a nd Folder Na ming a nd Structuring to Improve 
Automa ted Detection of Child Sexua l Abuse Ima ges on the Da rk Web, 47 FORENSIC SCIENCE 
INTERNATIONAL: DIGITAL INVESTIGATION (De c. 2023), https:/ / doi.org / 10 .1016/ j.fs id i.2023.301620; Enrique  
Gue rra & Bryce  G. We stlake , Detecting Child Sexua l Abuse Ima ges: Tra its of Child Sexua l Exploita tion 
Hosting a nd Displa ying Websites, 122 CHILD ABUSE & NEGLECT (De c. 2021), 
https:/ / doi.org / 10 .1016/ j.chiabu.2021.105336. 
61 Chad  M.S. Ste e l e t a l., An Integra tive Review of Historica l Technology a nd Countermea sure Usa ge 
Trends in Online Child Sexua l Exploita tion Ma teria l Offenders, 33 FORENSIC SCIENCE INTERNATIONAL: 
DIGITAL INVESTIGATION (JUNE 2020), https:/ / doi.org / 10 .1016/ j.fs id i.2020 .300971. 
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se e n a  m ove m e nt away from  storing  colle c tions on a  pe rsonal com pute r a t hom e  
and  towards vie wing  (ra the r than storing ) outside  of the  hom e  on lap tops, m obile  
phone s, and  tab le t de vice s, and  on-de m and  or live  s tre am ing . 

2. Emerging 
In the  fifth e ra  of CSAM d istribution tre nds, we  are  be g inning  to se e  what m ay 

be  conside re d  the  sixth e ra . This  e ra  will be  focuse d  on incre ase d  inte rac tion and  
inte g ration. Rathe r than anonym ous colle c tions, use rs  will have  m ore  inte rac tion 
with vic tim s and  im m e rsion. Som e  of this  is  the  re sult of youth se lf-p roducing  and  
d isse m inating  conte nt; howe ve r, coe rc ion still p lays an im portant role  in the se  case s. 
The  focus on live  and  inte rac tive  m odalitie s  has and / or will m ate ria lize  ove r the  ne xt 
de cade  through se xtortion, live  s tre am ing , virtual/ augm e nte d / m ixe d  re ality, and  
te le d ildonics. The  re ce nt p rolife ration of advance s in artific ia l inte llige nce  p rom ise s 
to a lte r the  landscape  in transform ative  ways as we ll. 

A. Sextortion: The  U.S. De partm e nt of Justice  has labe le d  se xtortion as the  
m ost im portant and  faste st g rowing  cybe rthre at to child re n.62 Se xtortion is  the  
thre ate ne d  d isse m ination of e xp lic it, intim ate , or e m barrassing  m e d ia  file s  of a  
se xual nature  without conse nt.  

This  e m e rg ing  form  of online  child  se xual e xp loita tion is  ofte n fac ilita te d  by 
offe nde rs gaining  the  trust of p rospe ctive  vic tim s, so that the  victim  will se nd  the  
offe nde r e xp lic it conte nt. Afte r the  pe rpe tra tor has the  m e d ia  file s , the y thre ate n to 
share  or pub lish the  conte nt, with the  a im  be ing  to acquire  m ore  im age s and  vide os 
or for the  child  to e ngage  in m ore  e xp lic it se xual ac ts , inc lud ing  se x with the  
pe rpe tra tor.  

In othe r case s, e xp loite rs  will thre ate n p rospe ctive  victim s,  c la im ing  to 
a lre ady have  se xually e xp lic it m e d ia  file s  of the  child . Offe nde rs ofte n com m unicate  
with hundre ds of pote ntia l vic tim s at a  tim e  through social m e d ia  we bsite s  (e .g ., 
Face book and  Instagram ), m e ssag ing  app lications (e .g ., Snapchat), and  vide o 
chatroom s, with child re n ofte n contac te d  on m ore  than one  of the se  p latform s.63  

Im portantly, the  se xtortion of child re n is  not a lways conducte d  by adults . 
Minors m ay also se xtort othe r m inors, and  in one  study, about half of child  se xtortion 
vic tim s state d  that the y had  “thre ate n[e d ] to d istribute  e xp lic it im age s of othe rs  that 
we re  share d  in confide nce .”64  

B. Live strea ming: Re ce ntly, the re  has be e n a  transition to live  de p ic tions of 
CSA/ CSE through vide o stre am ing  on de vice s such as we bcam s. Im portantly, a  
g rowing  pe rce ntage  of this  m ate ria l is  be ing  p roduce d  and  d isse m inate d  by the  

 
62 U.S. DEP’T OF JUSTICE, supra  note  56.  
63 Janis  Wolak & David  Finke lhor, Sextortion: Key Findings from a n Online Survey of 1,631 Victims, CRIMES 
AGAINST CHILDREN RESEARCH CENTER & THORN (2016), 
https:/ / www.unh.e du/ ccrc / site s/ de fault/ file s/ m e d ia/ 2022-02/ ke y-find ings-from -a-surve y-of-
se xtortion-vic tim s-re vise d -8-9-2016.pd f. 
64 Justin W. Patchin & Sam e e r Hinduja , Sextortion Among Adolescents: Results From a  Na tiona l Survey 
of U.S. Youth, 32 SEXUAL ABUSE 30 , 39 (2020), https:/ / doi.org / 10 .1177/ 1079063218800469. 
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child re n de p ic te d .65 The se  case s are  d ifficult to inve stigate  and  p rose cute  be cause  
e vide nce  of the  abuse  d isappe ars once  the  live  stre am  conclude s.66 Howe ve r, the re  
are  ofte n g room ing  ac tions and / or paym e nt ne gotia tions that occur p rior to the  
abuse  that m ay provide  a  pape r tra il for p rose cutors .67 Add itionally, som e  offe nde rs 
will re cord  the  live  stre am , ofte n without the  child ’s  knowle dge , and  re d istribute  the  
vide o online  and / or se xtort the  child .68 

Vic tim s are  ofte n targe te d  from  im pove rishe d  countrie s , such as the  
Philipp ine s, and  are  p rocure d  in one  of thre e  ways.69 First, offe nde rs m ay de ve lop  
re la tionships with local adult wom e n while  trave ling , the n re que st, or are  offe re d , 
CSA live  stre am s upon the ir re turn hom e . Se cond , offe nde rs m ay spam  child re n on 
social m e d ia  and / or dating  we bsite s , e ngag ing  in g room ing  practice s and  
atte m pting  to e xp loit the ir financial vulne rab ility. Third , e ithe r the  child re n or a  
fac ilita tor m ay proac tive ly se e k out offe nde rs through social m e d ia  and / or dating  
we bsite s . Nap ie r and  colle ague s 70 found  that 35% of offe nse s involve d  a  fac ilita tor, 
with 51% of vic tim s having  the ir live  s tre am  abuse  organize d  by a  fac ilita tor. The se  
fac ilita tors  we re  young  (be twe e n 16 and  35) with a  m e d ian age  of 20  and  ofte n (89%) 
re la te d  to the  child , with a  child ’s  m othe r be ing  the  fac ilita tor in a t le ast 55% of case s.  

C. Virtua l, Augmented, & Mixed Rea lity: Anothe r g rowing  tre nd  within online  
adult pornography is  the  e m e rge nce  of virtual, or augm e nte d , re ality (VR/ AR). From  
June  2016 to January 2017, Pornhub  saw an incre ase  in daily vie ws of VR 
pornography rise  from  200,000  to 500 ,000 ,71 with the  b igge st gains be ing  in 
Thailand , Philipp ine s, and  Taiwan—thre e  countrie s  with a  history of we bcam  child  
se x tourism . It is  e stim ate d  that be twe e n 18 and  28% of the  U.S. population use  
VR/ AR at le ast once  pe r m onth.72 As othe r industrie s , such as gam ing , incre ase  
up take , adult pornography is  like ly to de cre ase  its  ove rall share  of the  m arke t. 
Howe ve r, as  the  te chnology im prove s and  garne rs  m ore  m ainstre am  adoption, it 
could  be com e  pre vale nt in CSAM, as consum e rs se e k m ore  inte rac tive , firs t-pe rson, 
e xpe rie nce s with m e d ia . 

 
65 A. Sparks, Spotlight on Sexua l Exploita tion, p re se ntation g ive n to Te xas Child re n’s Com m ission 
(2016). 
66 De sara  Dushi, Comba ting the Live-Strea ming of Child Sexua l Abuse a nd Sexua l Exploita tion: A Need 
for New Legisla tion, in SECOND INTERNATIONAL HANDBOOK OF INTERNET RESEARCH 201 (Je re m y Hunsinge r 
e t a l. e ds., 2020), https:/ / doi.org / 10 .1007/ 978-94-024-1555-1. 
67 Sarah Nap ie r e t a l., Live Strea ming of Child Sexua l Abuse: An Ana lysis of Offender Cha t Logs, TRENDS 
& ISSUES IN CRIME AND CRIMINAL JUSTICE NO. 639 (Oct. 12, 2021), https:/ / doi.org / 10 .52922/ ti78375. 
68 Tue nisse n, C., & Nap ie r, S., The overla p between child sexua l a buse live strea ming, conta ct a buse a nd 
other forms of child exploita tion, 671 TRENDS AND ISSUES IN CRIME AND CRIMINAL JUSTICE 1-16  (2023), 
https:/ / doi.org / 10 .52922/ ti78993.    
69 Sarah Nap ie r e t a l., How Do Child Sexua l Abuse Live Strea ming Offenders Access Victims?. TRENDS & 
ISSUES IN CRIME AND CRIMINAL JUSTICE NO. 642 (De c. 16, 2021), https:/ / doi.org / 10.52922/ ti78474. 
70 Id . 
71 Virtua l Rea lity Porn, PORNHUB INSIGHTS (May 11,2017), https:/ / pornhub .com / insights/ virtual-re ality 
[https:/ / we b .archive .org / we b / 20170516164735/ pornhub .com / insights/ virtual-re ality]. 
72 Vic toria  Pe trock, US Virtua l a nd Augmented Rea lity Users 2021, EMARKETER (Apr. 15, 2021), 
 https:/ / www.e m arke te r.com / conte nt/ us-virtual-augm e nte d -re ality-use rs-2021. 
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 The  p re vale nce  with which VR/ AR has m ade  inroads into CSAM is  uncle ar, 
but it pose s an im m ine nt challe nge  that socie ty face s in com bating  CSAM. One  
conce rn is  that VR/ AR m ay re duce  the  m oral and  pe rsonal barrie rs  consum e rs 
e xpe rie nce  that p re ve nt the m  from  e ngag ing  in contac t offe nse s with child re n in the  
re al world . That is , som e  posit that VR/ AR m ay e ntice  s tric tly online  offe nde rs to 
e ngage  in offline  offe nd ing ,73 though the re  is  som e  d ispute  re gard ing  c le an 
de line ations be twe e n the se  cate gorie s of offe nde rs.74 For law e nforce m e nt 
age ncie s, one  advantage  of VR/ AR is  that it m ay allow inve stigators  to ob tain c lue s 
from  the  surround ing  e nvironm e nt (e .g ., a  book on a  she lf or a  build ing  outside  a  
window) that would  be  unavailab le  in “trad itional” CSAM constra ine d  to a  narrow 
fram e  inste ad  of a  360-de gre e  e nvironm e nt. This  m ay le ad  to incre ase d  vic tim  
ide ntification and  offe nde r appre he nsion. Howe ve r, this  p lace s inve stigators  into 
re alis tic  firs t-pe rson vie wpoints of CSA, which will put an e ve n g re ate r psycholog ical 
s tra in on inve stigators. From  a p rose cutorial pe rspe ctive , it m e ans pote ntia lly 
e xposing  lawye rs, jurors , and  othe r court offic ia ls  to incre asing ly harm ful conte nt. 

 Conce rns re gard ing  VR/ AR are  not m e re ly the ore tical. The  National Socie ty 
for the  Pre ve ntion of Crue lty to Child re n (NSPCC) com m issione d  re se arch alle g ing  
harm s in m ultip le  cate gorie s, inc lud ing  se xual g room ing , harassm e nt, and  assault in 
VR m ulti-use r space s; se xual ac tivity of m inors in the se  virtual locations; unde rage  
acce ss to VR adult pornography, child  se xual abuse  sim ulations in VR; and  VR/ AR 
com m e rcial avatar-base d  child  se xual e xp loita tion.75 “The re  are  se ve ral known 
instance s of VR g room ing  le ad ing  to offline  offe nce s.”76 Critically, abuse  can occur 
both offline  as  a  re sult of VR inte rac tions and  during  the  VR inte rac tions 
the m se lve s.77  

 
73 Rode ric  Broadhurst, Child Sex Abuse Ima ges a nd Exploita tion Ma teria ls, in THE HUMAN FACTOR OF 
CYBERCRIME (Rutge r Le ukfe ld t & Thom as J. Holt e ds., 2019), https:/ / doi.org / 10.4324/ 9780429460593. 
74 See e.g., Michae l L. Bourke  e t a l., The Use of Ta ctica l Polygra ph With Sex Offenders, 21 JOURNAL OF 
SEXUAL AGGRESSION 354 (2015), https:/ / doi.org / 10 .1080/ 13552600.2014.886729. “This p rob le m  is  
particularly im portant with so calle d  child  pornographe rs—offe nde rs whose  known crim inality is  
lim ite d  to the  Inte rne t, and  who m ay be  re luctant to adm it the y have  e ngage d  in the  hands-on abuse  
of child re n. …In our sam ple  of 127 suspe cts with no known history of hands-on offe nd ing , only 4.7% 
adm itte d  to se xually abusing  at le ast one  child . During  polygraph p roce dure s, an add itional 52.8% of 
the  study sam ple  p rovide d  d isc losure s about hands-on abuse  the y pe rpe trate d ." 
75 Cathe rine  Alle n & Ve rity McIntosh, Child Sa fegua rding a nd Immersive Technologies: Key Concepts, 
NSPCC (Se p t. 2023), https:/ / le arning .nspcc .org .uk/ m e d ia/ 3333/ child -safe guard ing-im m e rsive -
te chnolog ie s-ke y-conce pts .pd f; see a lso Martyn Land i, Sex Offenders Are Using Virtua l Rea lity to 
‘Groom a nd Abuse Children,’ THE INDEPENDENT (Se p t. 5, 2023), 
https:/ / www.inde pe nde nt.co.uk/ ne ws/ uk/ hom e -ne ws/ se x-offe nde rs-virtual-re ality-abuse -
child re n-b2404874.htm l; Angus Crawford , Child Abuse Ma teria l Found on VR Hea dsets, Police Da ta  
Shows, BBC NEWS (Fe b . 22, 2023), https:/ / www.bbc.com / ne ws/ uk-64734308; Em m a Barre tt, 
Extended Rea lity Technologies a nd Child Sexua l Exploita tion a nd Abuse, WEPROTECT GLOBAL ALLIANCE 
(Fe b . 28, 2023), https:/ / www.we prote c t.org / lib rary/ e xte nde d -re ality-te chnolog ie s-and -child -
se xual-e xp loita tion-and -abuse / . 
76 Cathe rine  Alle n & Ve rity McIntosh, Child Sa fegua rding a nd Immersive Technologies: An Outline of the 
Risks, NSPCC (Se p t. 2023) a t 21, https:/ / le arning .nspcc .org .uk/ m e d ia/ 3341/ child -safe guard ing-
im m e rsive -te chnolog ie s.pd f. 
77 Id . 
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 In re ce nt ye ars , s ignificant e fforts  have  be e n unde rtake n to catalyze  
consum e r adop tion of “the  m e tave rse ,” re fe rring  to a  b road  and  d ive rse  im m e rsive  
online  e nvironm e nt (“3D inte rne t”) that m irrors  the  “e xpe rie nce  of the  offline  world . 
For e xam ple , you could  go shopping , watch a  film  at the  c ine m a or have  d inne r with 
frie nds.”78 The se  e fforts  are  e xe m plifie d  by Face book’s nam e  change  to “Me ta,”79 an 
e m phasis  on online  gam ing  e nvironm e nts that are  acce ssib le  through he adse ts ,80 
and  re ce nt advance s in consum e r he adse t te chnology.81 

In rap id ly e volving  conte xts  characte rize d  by substantia l g rowth and  
innovation, safe ty conside rations are  not a lways g ive n p riority during  the  de sign 
phase , if the y are  conside re d  at a ll. It is  im pe rative  to d isrup t this phe nom e non in 
orde r to p re ve nt furthe r e xp loita tion—and  conside ring  the  ince ntive s and  historical 
re luctance  of ke y com panie s, fe de ra l and  inte rnational re gulation is  like ly 
ind ispe nsab le  to achie ving  this  goal.82 

D. Teledildonics: “Te le d ildonics” re fe rs  to te chnology that “d ig ita lly p rovide s a  
tac tual s tim ulation allowing  use rs  to” e ngage  in se xual ac tivity.83 This  te chnology is  
g rowing  rap id ly due , in part, to the  g rowth in adult cam m ing , as  we ll as  incre ase d  
pande m ic-e ra  adop tion and  sale s.84 Te le d ildonic  de vice s a lso a llow custom e rs to 
inte rac t with online  m ode ls  and  control the  se xual ac tivity/ p le asure  e xpe rie nce d . 
On som e  p latform s, custom e rs subm it a  m one tary value , de te rm ine d  by the  m ode l, 
and  that m one tary value  affe c ts  the  m ove m e nt and / or inte nsity of the  se x toy. 

The  m ove m e nt in both adult-d ire c te d  and  se lf-p roduce d  CSAM to vide o and  
live  stre am ing  sugge sts  that, like  VR, te le d ildonics will be  com m only utilize d  within 

 
78 NSPCC, WHAT IS THE METAVERSE (May 23, 2022), https:/ / www.nspcc .org .uk/ ke e p ing-child re n-
safe / online -safe ty/ online -safe ty-b log / what-is-the -m e tave rse / . 
79 META, INTRODUCING META: A SOCIAL TECHNOLOGY COMPANY (Oct. 28, 2021), 
https:/ / about.fb .com / ne ws/ 2021/ 10/ face book-com pany-is-now-m e ta/  (“The  m e tave rse  will fe e l 
like  a  hybrid  of today’s online  social e xpe rie nce s, som e tim e s e xpande d  into thre e  d im e nsions or 
p roje c te d  into the  physical world . It will le t you share  im m e rsive  e xpe rie nce s with othe r pe op le  e ve n 
whe n you can’t be  toge the r — and  do things toge the r you couldn’t do in the  physical world ... Now, 
Me ta is  m oving  be yond  2D scre e ns toward  im m e rsive  e xpe rie nce s like  augm e nte d  and  virtual re ality 
to he lp  build  the  ne xt e volution in social te chnology.”). 
80 See e.g., Jay Pe te rs , Roblox Is Coming to Meta ’s Quest VR Hea dsets, THE VERGE (July 12, 2023), 
https:/ / www.the ve rge .com / 2023/ 7/ 12/ 23792594/ rob lox-m e ta-que st-2-3-p ro-vr-he adse ts . 
81 Sabrina Ortiz, Wha t Is Apple’s Vision Pro?, ZDNET (Fe b . 2, 2024), 
https:/ / www.zdne t.com / artic le / m e e t-app le s-vision-pro-price -fe ature s-hands-on-insights-and -
e ve rything-you-ne e d-to-know/ . 
82 See genera lly Julie  Inm an Grant, Will the Peril Outweigh the Promise of the Meta verse?, AUSTRALIA 
ESAFETY COMMISSIONER (Se p t. 21, 2022), https:/ / www.e safe ty.gov.au/ ne wsroom / b logs/ will-pe ril-
outwe igh-prom ise -m e tave rse ; Zhanna L. Male kos Sm ith, It Ta kes a  Villa ge to Protect Children in the 
Meta verse, CARNEGIE COUNCIL FOR ETHICS IN INTERNATIONAL AFFAIRS (Fe b . 2, 2024), 
https:/ / www.carne g ie council.org / m e d ia/ artic le / p rote ct-child re n-m e tave rse . 
83 Nicola  Libe rati, Teledildonics a nd New Wa ys of “Being in Touch”: A Phenomenologica l Ana lysis of the 
Use of Ha ptic Devices for Intima te Rela tions, 23 SCI. & ENG’G ETHICS 801 (2017), 
https:/ / doi.org / 10 .1007/ s11948-016-9827-5. 
84 EJ Dickson, Tha nks to COVID-19, Internet-Connected Sex Toy Sa les Are Booming, ROLLING STONE (Mar. 
31, 2020), https:/ / www.rollingstone .com / culture / culture -ne ws/ te le d ildonics-re m ote -se x-toy-sale s-
covid19-coronavirus-pande m ic-975140/ . 
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https://doi.org/10.1007/s11948-016-9827-5
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the  conte xt of CSAM. The  de ve lopm e nt is  m ost like ly to be  se e n firs t in se lf-
p roduce d  m ate ria l, we bcam -base d  child  se x tourism , and  trad itional in-pe rson 
se xual offe nse s, whe re  offe nde rs utilizing  se x toys will unwitting ly cre ate  a  tra il of 
d ig ita l e vide nce  docum e nting  the  p re c ise  tim e , date , and  m anne r of te le d ildonic  
de vice  usage  for the  savvy prose cutor to ide ntify and  le ve rage  at tria l.85 

E. Artificia l Intelligence: During  the  d rafting  of this  artic le , artific ia l inte llige nce  
te chnology achie ve d  se ism ic  advance s in capab ilitie s , m ost p rom ine ntly through 
Ope nAI app lications such as ChatGPT,86 which like  othe r large  language  m ode ls  
was tra ine d  on large  am ounts of te xt data  from  the  inte rne t, e nab ling  it to p re d ic t 
te xt re sponse s de sire d  by use rs . Incre asing ly, AI m ode ls  are  e quippe d  to  ge ne rate  
im age s from  te xt (se e  p latform s such as DALLE-3 and  Mid journe y), with significant 
advance s in te xt-to-vide o ge ne ration as we ll (se e  Ope nAI’s Sora  and  GEN-2 by 
Runway).  

Whe n ChatGPT was que rie d  to sum m arize  the  re le vance  of artific ia l 
inte llige nce  for U.S. p rose cutors , in add ition to ge ne rating  fic titious re fe re nce s and  
c ita tions, it re sponde d  with the  following  accurate  inform ation: 

“The integra tion of a rtificia l intelligence (AI) into the la ndsca pe of online 
child  exploita tion presents both opportunities a nd cha llenges for U.S. 
prosecutors. On one ha nd, AI technologies hold promise in a ugmenting 
investiga tive ca pa bilities by a utoma ting the detection a nd a na lysis of child  
sexua l a buse ma teria l (CSAM). For insta nce, AI a lgorithms ca n be tra ined 
to recognize pa tterns a nd identify illicit content more efficiently tha n 
ma nua l methods. Additiona lly, AI-powered tools ca n a ssist in tra cking the 
distribution of CSAM a cross online pla tforms, potentia lly ena bling la w 
enforcement a gencies to disrupt networks of offenders more effectively.  
However, the prolifera tion of AI a lso poses significa nt risks, a s perpetra tors 
ma y exploit these technologies to produce a nd distribute CSAM more 
cla ndestinely. For exa mple, AI-genera ted content known a s "deepfa kes" 
ca n ma nipula te ima ges a nd videos to depict non-consensua l sexua l a cts 
involving minors, ma king it increa singly cha llenging for tra ditiona l 
detection methods to identify a nd comba t such ma teria l. Furthermore, AI-
driven a lgorithms ca n fa cilita te the ta rgeted grooming of vulnera ble 

 
85 See e.g., Mad ison Ede nfie ld , Are Sex Toys Getting Too Intima te? A Look Into Teledildonic Security, 28 
RICH. J .L. & TECH. (Oct. 18, 2022), https:/ / jolt.richm ond .e du/ 2022/ 10/ 18/ are -se x-toys-ge tting-too-
intim ate -a-look-into-te le d ildonic-se curity/  (“The  data  colle c te d  by se x toys is  s im ilar to inform ation 
colle c te d  from  any othe r e le c tronic  de vice . This  inform ation can inc lude  account nam e s, e m ails, and  
location. Howe ve r, te le d ildonic  de vice s can colle ct intim ate  data  like  chat logs, who is controlling  the  
de vice , vibration patte rns, and  the  duration of use . While  this  m ight not se e m  like  highly volatile  
inform ation, whe n this data  is  com bine d , it could  e asily build  a  p rofile  on that use r and  put the ir 
p rivacy at risk. Add itionally, te le d ildonics se e m  to be  ridd le d  with se curity issue s.”); Matt Burge ss, 
Sma rt Dildos a nd Vibra tors Keep Getting Ha cked – But Tor Could Be the Answer to Sa fer Connected Sex, 
WIRED (Mar. 3, 2018), https:/ / www.wire d .co.uk/ artic le / se x-toy-b lue tooth-hacks-se curity-fix. 
86 Whe n que rie d , ChatGPT de scribe s itse lf as “an advance d  language  m ode l de ve lope d  by Ope nAI, 
de signe d  to assist use rs  in ge ne rating  hum an-like  te xt base d  on input prom pts.” Ope nAI ChatGPT 3.5, 
Fe b . 19, 2024. 
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children by a utoma tica lly genera ting persona lized messa ges ta ilored to 
exploit their interests a nd vulnera bilities. As AI continues to evolve, U.S. 
prosecutors must rema in vigila nt in understa nding a nd a ddressing both 
the opportunities a nd threa ts posed by these technologies in the context of 
online child exploita tion.” 
Unsurprising ly, artific ia l inte llige nce  te chnology has a lre ady appe are d  in the  

conte xt of CSAM,87 ra ising  thorny le gal que stions g ive n the  inade quacy of e xisting  
le gal fram e works and  flawe d  jud ic ia l or le g isla tive  assum ptions re gard ing  the  spe e d  
of te chnolog ical advance s in life like  im age  ge ne ration.88 Appropria te  and  tim e ly 
le gal fram e works, scale d  de te c tion and  ide ntification of synthe tic  m ate ria l, and  an 
unde rstand ing  of the  harm s that are  inflic te d  on re al-life  child re n via  AI-ge ne rate d  
m ate ria l, are  critical to avoid  the  ne xt cris is  in child  e xp loita tion.89 

F. Cross-Jurisdictiona l Colla bora tion a nd Stra tegy: Child  e xp loita tion is  a  g lobal 
issue , as  de m onstrate d  by a  sce nario whe re  a  U.S.-base d  offe nde r coord inate s with 
ove rse as pe rpe tra tors  to conduct live -stre am e d  child  se xual abuse  in the  
Philipp ine s, s tore s re cord ings on a  se rve r in Ire land , and  acce sse s dark we b  se rvice s 
with unknown se rve r locations to d istribute  the  m ate ria l.90 

 
87 See e.g., Dre w Harwe ll, AI-Genera ted Ima ges of Child Sexua l Abuse Are on the Rise, THE WASHINGTON 
POST (June  19, 2023), https:/ / www.washing tonpost.com / te chnology/ 2023/ 06/ 19/ artific ial-
inte llige nce -child -se x-abuse -im age s/ ; Ale xandra Le vine , Sta ble Diffusion 1.5 Wa s Tra ined On Illega l 
Child Sexua l Abuse Ma teria l, Sta nford Study Sa ys, FORBES (De c. 20, 2023), 
https:/ / www.forbe s.com / site s/ a le xandrale vine / 2023/ 12/ 20/ stab le -d iffusion-child -se xual-abuse -
m ate ria l-s tanford -inte rne t-obse rvatory/ ?sh=22d02d475f21; Matt Burge ss, The AI-Genera ted Child 
Abuse Nightma re Is Here, WIRED (Oct. 24, 2023), https:/ / www.wire d .com / story/ ge ne rative -ai-im age s-
child -se xual-abuse / ; “Worst nightma res” Come True a s Preda tors Are Able to Ma ke Thousa nds of New 
AI Ima ges of Rea l Child Victims, IWF (Oct. 25, 2023), https:/ / www.iwf.org .uk/ ne ws-
m e d ia/ ne ws/ worst-nightm are s-com e -true -as-p re dators-are -ab le -to-m ake -thousands-of-ne w-ai-
im age s-of-re al-child -vic tim s/  (c iting  a  s tudy from  a sing le  m onth involving  “11,108 AI im age s which 
had  be e n share d  on a dark we b child  abuse  forum ” of which 2,978 de p ic te d  child  se xual abuse ; 564 
de p ic te d  rape , se xual torture , and  be stia lity; 1,372 de p ic te d  child re n age d  7-10; 143 de p icte d  child re n 
age d  thre e  to s ix; and  two de p ic te d  bab ie s). AI has a lso be e n use d  by stude nts  to ge ne rate  e xp lic it 
im age s and  vide os of the ir c lassm ate s. See e.g., Ke rry Bre e n, New Jersey Teen Sues Cla ssma te for 
Allegedly Crea ting, Sha ring Fa ke AI Nudes, CBS NEWS (Fe b . 9, 2024), 
https:/ / www.cbsne ws.com / ne ws/ ne w-je rse y-te e n-sue s-c lassm ate -for-alle ge d ly-cre ating-sharing-
fake -ai-nude s/ .  
88 For e xam ple , the  PROTECT Act inc lude s a  find ing  by Congre ss that “to the  e xte nt that the  
te chnology e xists  to com pute r ge ne rate  re alis tic  im age s of child  pornography, the  cost in te rm s of 
tim e , m one y, and  e xpe rtise  is--and  for the  fore se e ab le  future  will re m ain--p rohib itive ly e xpe nsive .” 
PROTECT Act of 2003, Pub . L. No. 108-21, 117 Stat. 650 . See genera lly Taylor Com e rford , Com m e nt, No 
Child Wa s Ha rmed in the Ma king of This Video: Morphed Child Pornogra phy a nd the First Amendment, 
62 B.C. L. REV. E. SUPP. II.-323 (2021), https:/ / lira .bc.e du/ work/ sc/ c9a5fe 05-18b6-49da-b626-
da9b6a477f7f. Sim ilarly, re visiting  som e  assum ptions containe d  within the  U.S. Supre m e  Court’s  
landm ark de cision in Ashcroft v. Free Speech Coa lition, 535 U.S. 234 (2002) m ay be  warrante d . 
89 For an im portant tre atm e nt of the se  top ics inc lud ing  le gal im plications, se e  David  Thie l e t a l., 
Genera tive ML a nd CSAM: Implica tions a nd Mitiga tions, STANFORD DIGITAL REPOSITORY (June  24, 2023). 
https:/ / doi.org / 10 .25740/ jv206yg3793. 
90 The  im m e d iate  sce nario, though an am algam ation of e xisting  case s, is  p lausib le . In one  case , a  
Thailand  pe rpe trator, who abuse d  ove r 30 boys in a  one -ye ar pe riod , p rofite d  from  the  re sulting  child  
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Addre ssing  such com ple x crim e s cannot be  accom plishe d  sole ly by one  
age ncy, s ta te , or e ve n country. Global coope ration is  e sse ntia l to e ffe c tive ly d isrup t 
child  e xp loita tion in the  m ode rn world , and  se ve ral re m arkab le  e fforts  by 
inte rnational law e nforce m e nt age ncie s p rovide  an incre asing ly re le vant te m plate .91 
Proactivity is  e qually critical; a  sole  focus on p rose cuting  stra ightforward , low-le ve l 
case s will m ore  ofte n than not fa il to ide ntify the  m ost se rious pe rpe tra tors  of online  
child  e xp loita tion, le t a lone  e ffe c tive ly p rose cute  the m . 

VI. Conc lus ion 

As te chnology advance s and  online  offe nde rs e xp loit curre nt and  e m e rg ing  
tre nds such as live -stre am e d  abuse , artific ia l inte llige nce , and  virtual and  m ixe d  
re ality, p rose cutors  m ust adap t and  catalyze  a  p roactive  re sponse  by the  crim inal 
justice  syste m . To e ffe c tive ly com bat the se  challe nge s and  m e aningfully d isrup t 
online  child  e xp loita tion, p rose cutors  and  stake holde rs  m ust e m brace  a  
com bination of te chnical tools , trad itional inve stigative  tac tics , innovative  policy 
solutions, and  cross-jurisd ic tional collaboration. As note d  by Pre side nt John F. 
Ke nne dy, “Change  is  he  law of life . And  those  who look only to the  past or p re se nt 
are  ce rta in to m iss the  future .”  

 
se xual abuse  m ate ria l through a  Thai e -walle t and  use d  a  Ne w Ze aland -base d  storage  se rvice  to 
d istribute  im age s via  Face book, a  U.S.-base d  com pany, cata lyzing  a  collaborative  re sponse  from  
inte rnational law e nforce m e nt age ncie s. ECPAT, INTERPOL & UNICEF, Disrupting Ha rm in Tha ila nd: 
Evidence on online child sexua l exploita tion a nd a buse, GLOBAL PARTNERSHIP TO END VIOLENCE AGAINST 
CHILDREN 44 (2022), https:/ / www.e nd-viole nce .org / site s/ de fault/ file s/ 2022-
02/ DH_Thailand_ONLINE_final.pd f. 
91 Id. Add itionally, in 2015, the  FBI shut down a darkne t-base d  CSAM we bsite  title d  Plaype n, which 
hoste d  215,000  use rs, 117,000  posts  re gard ing  the  se xual abuse  of child re n, and  11,000  unique  
visitors pe r we e k. In a le gally and  te chnolog ically com ple x approach, law e nforce m e nt ide ntifie d  
8,000  de vice s in 120  countrie s, le ad ing  to ove r 350 arre sts  in the  U.S., “inc lud ing  25 produce rs of child  
abuse  conte nt.” Michae l Che rtoff & Eric  Jard ine , Policing the Da rk Web: Lega l Cha llenges in the 2015 
Pla ypen Ca se, CENTRE FOR INTERNATIONAL GOVERNANCE INNOVATION (CIGI) PAPERS NO. 259 (Nov. 2021), 
https:/ / www.cig ionline .org / sta tic / docum e nts/ no.259.pd f. 
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